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High Performance Network Security

FortiWeb
Web Application Firewalls



Web Application Attacks Adapting Quickly

61%

Activist Led Attacks

Web applications more at risk
from activists than criminals.

Impacts:

A Payment-related systems less
at risk due to PCI compliance

A Other systems now at more
risk and most not protected

A Criminals now focusing more
on obtaining credentials

Verizon DIBR 2015
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100%

CVEs Compromised

Within 1 year from publish date,
with 20% within 2 weeks.

Impacts:

A Systems and applications
vulnerable until patched

A Patches can take time from
developers

A T resources must react quickly
and be pulled off other projects

Verizon DIBR 2015
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80%

Will Have WAFs

Most businesses will have WAFs
by 2018; up from 60% in 2014.

Impacts:

A Need to protect all systems and
not just meet compliance

A Need to reduce complexity in
managing deployments

A Need high-performance WAF
to protect increased traffic

Gartner WAF Magic Quadrant 2014



Scope/Definition of WAFs

Web Application Firewalls

AProtects web-based applications o
Web Application =t. _
from code-based attacks Servers  mT mC
» SQL Injection or other injection types |
» Cross Site Scripting and Request Forgery
» Layer 7 DoS/DDoS attacks
» Cookie/schema poisoning

AProtects against application FortiWeb WAF

vulnerabilities in custom code

and commercial platforms SQL Injection, XSsSe

AUnder stands/ |l earns fnofnal’o
behaviors and stops anomalies had

» URL parameters, HTTP methods,
session IDs, cookies, schema, etc.

Canodt a Firewall or
A Firewalls look for network-based attacks
A IPS Signatures detect only known problems

ADynamic and adaptive to adjust > High rate of false positives
h i » No protection of SSL traffic
to new threats » No application or user awareness
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WAF Drivers/Challenges

Web Application Firewalls

AProtect current and existing
applications from code-based
vulnerabilities

AMeet PCI 6.6 Compliance for credit
card and healthcare data

AAddress OWASP Top 10 Application
Vulnerabilities

Aldentify and address web application
vulnerabilities

AWebsite publishing for Microsoft and
other applications

AProtect against website defacement
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Who Needs it?

A Any organization that processes
credit cards and/or has PCI
requirements

A Large internal or external
applications

A Sensitive/proprietary information
A Mission-critical business applications

Who Needs it Most?

A MSPs/Hosting Companies

A E-commerce/online services

A Retail, Food Service, Hospitality
A Financial services

A Healthcare



Introducing - Fortiweb (Web Application Firewall)

WAF
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ApplicatiorDelivery

Web Application FirewallVAF
Secures web applications to help customers meet compliance requirement

Web Vulnerability Scanner @Iabs

WEB APPLICATION FIREWALL

Scans, analyzes and detects web application vulnerabllltles

Assures availability and accelerates performance of crltlcal web applicatior

Secures Web Scans and Detects Optimizes Application
Applications Web Vulnerabilities Delivery

F::RTINET

High Performance Network Security



FortiWweb T Web Application Firewalls

Web Application Firewalls

A6 models from 25 Mbps to 20 Gbps HTTP throughput
AUp to 8x GE and models with 4x 10GE SFP+ ports

Alncluded vulnerability scanning and antivirus A Automatic behavior-based scanning
) ] A Auto setup/learning mode
AHardware and VM options A Layer 7 DDoS protection
AFEortiSandbox Integration A FortiGuard antivirus, IP reputation

and signatures

A Transparent, reverse and non-inline
deployment options

A Central Management/ADOMs

- = A REST API
w é’o::" < _ A Virtual Patching/Third-Party support
A Advanced real-time reporting
labs A SSL offloading/compression
o

A SSO/Authentication
A Layer 7 load balancing

Fastest Web Application Firewall in the Industry
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Duel Stack Support IPv4/IPv6

IPv6 Networking & Protection
AOut of the box dual stack support \/ Adopts IPv6 ready networks
AVIP can listen to both IPV4 and IPv¢ quickly & easily
addresses
AMixed server farm support
AlPv4 to IPv6 and IPv6 to IPv4
communication
AEnabled by default

New Virtual Server

Name

\/ Comprehensive protection for
IPv6 traffic

IPv4 Address |4 5 0.0/0.0.0.0 _ _
Virtual Server can listen

IPvE Address /0 to both IPv4 and IPv6
addresses

Interface [Please select] [

OK [ | Cancel f

Virtual Server configuration

F::RTINET. High Performance Network Security



FlexibleDeployment Options

A Layer HTransparent Inspection and True
Transparent Proxy

A Easy deploymertio need to-gchitect network,
full transparency

A FailOpen Interface

A Reverse Proxy

A Supports content modification for both requests
and replies from the server

A Advanced URL rewriting capabilities _ 4@
A HTTPS offloading S

A Enhanced load balancing schemes / Fortiweb
A Non Inline DeploymieS8PAN port Interngg
A Zero network latency

A Blocking capabilities using TCP resets

A Ideal for initial product evaluationmitnsive
network deployment

Fortiweb

Web Application
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Auto Setup and Protection

Web Application Firewalls

AKey Features
» Auto learn
» Completely transparent
» Traffic pattern monitoring
» Models application based

on usage patterns
' X XXX
» Understands real behavior XXX
ABenefitS <] Refresh GenerateConfig | |  Generate 5 XXX
» No application changes e [ES—r——— o
) . S B T T
» Traffic anomalies s i R ¥
trigger actions B .
» Protects against unknown o s a|
vulnerabilities and
| _name | type [ Typematch | Minten | Maxten | Averageien | Required |

zero-day attacks
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FortiWeb Protection at all Layers

ANONYMOUS PROXIES, DDOS SOURCES
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ATTACKS/THREATS

BOTNETS, MALICIOUS HOSTS,

APPLICATION LEVEL
DDOS ATTACKS

IMPROPER
HTTP RFC

KNOWN APPLICATION
ATTACK TYPES

VIRUSES, MALWARE,
LOSS OF DATA

UNKNOWN APPLICATION
ATTACKS

APPLICATION

High Performance Network Security

IP REPUTATION

DDOS PROTECTION

PROTOCOL VALIDATION

ATTACK SIGNATURES

ANTIVIRUS/DLP

BEHAVIORAL VALIDATION
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Standard Rules and Polic RSN SiiIE

Name

Action Block Period Severity b Cross Site Scripting
Header Length 4096 Alert & Deny  [+] |0 High [ ) SQL Injection
Content Length 67108864 | Alert [=]|o High [+ Common Exploits
Body Length 67108864 | Period Block [=] |60 High |
Parameter Length 5144 Alert [=]|o High |
Header Line Length 2048 Period Block [+ FER High |
HTTP Request Length 657108864 | Alert [=]]o High |
URL Parameter Length 2048 Alert [=]]o High |
Illegal HTTP Version [ Alert & Deny E| 0 High [
Number of Cookies in g
Request 16 Alert [=]|o High |
Number of Header Lines :
in Request 32 Alert [=]|o High |
[llegal HTTP Request (] Alert [=llo High |
Number of URL :
Parameters 16 Alert El 0 High [ . ]

i » Information Disclosure

Illegal Host Name [ Alert & Deny |Z| 0 High [

» Remote File Inclusion

Exception Name [Please Select...] E| Detail...

A Easy to use Predefined or Custom Rules

A Baseline rules (Input validation rules)
A Application layer signatures
A HTTP Protocol constraints
A Custom Robots
A Threshold based limits for App DOS
A Brute Force, Page Access Rules
A And much moreé
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Action
Period Block

Alert
Alert

[ all / None

[ File Injection

[¥] command Access
[¥] command Injection
[¥] coldfusion Injection
[ LDAP Injection
[7]1 551 Injection

[¥] PHP Injection

[¥] Email Injection
[¥|Response Splittin
[¥] Injection Flaw
[¥] srC Disclosure
I Trojans

Alert [=]
Alert

b A . . . . . . . . . . . . .

Block Period Severity TriggerAction
E| 5] High E| [Please Selec:t...]lz|
[=] |1 High [+]|[Please Select...][+]
[=] 1 High [=]|[Please Select...][+]

Google
Yahoo
MSN
Baidu
Scooter

][]

Lycos
Alltheweb
Inktomi
Looksmart
Excite
Askjeeves
Teoma
Wisenut
YoudaoBot

Soso



Advanced Rules

New Filter Types
APercentage (Occurrencer rype
AContentypes

ACustom Signature supp

Content Scraper
APredefined rule
AAuto Learn rule generat

Advanced Protection

Source IPv4/IPv6

D auto
URL

Occurrence 1 (1~100000)
HITE Hendee Within 1 (1~500)Seconds

Access Rate Limit

i b
Sigiature Violaton Enable Percentage Matching
\ oy
Ty —- Percentage of Hits a0

HTTP Response Code Traced By Source IP ¥

Content Type

Packet Interval Timeout

Predefined-Crawler
Predefined-Vulnerability Scanning

Predefined-Slow-Attack

I Predefined-Content-Scraping |

\/ New predefined content scraper rule to protect against
abusive scrapers stealing content and data

V New filter types for maximum flexibility
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Advanced Rules Exceptional Granular Controls

Custom Access Rules

ABlock only and exactly what is required by matching multiple filters in
a single rule!
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