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Telling the Story
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The Problem: Breaches, Breaches and More Breaches

A2014: 79,790 security
. . PRIORITYOF IT SECURITY INITIATIVES IN 2016
I n CI d e n tS Critical? Criticall

m Critical priority  mHigh priority  mModerate priority  ELow priority  mMNota priority High High
Priority Priority

PROTECTION/DETECTION FOR APTS
4 (ADVANCED PERSISTENT THREATS) 79% T7%

| |
A2015. CEOS, CIOS al ld ENCRYPTION OR DLP

75% l 67%

CISO h . d NEXT-GEMERATION FIREWALL 71% 75%
S W O reSI ne INTERNAL NETWORK SEGMENTATION

g SECURITY... ok h

SOFTWARE DEFINED NETWORK SECURITY 68% NIA

All organizations should now assume
that they are in a state of continuous

compromise.

Sources:

Verizon 2015 Data Breach Investigations Report, April 2015

Gartner. Designing an Adaptive Security Architecture for Protection From Advanced Attacks. February 2014.
IDG Media. IT Security Priorities and Next-Generation Firewall Deployment. January 2016.
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The | mpact: Extended Compr omi

1OVdIAI

Random Detection
(average ~200 days,
prior to response)
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T h e

RECORDS
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Sources:

mp a c t

PREDICTION
(LOWER)

1,170
3,110
50,200
21,900
=5./7,600
=150,700
=359.2,000

Verizon 2015 Data Breach Investigations Report, April 2015
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AWVER AGE EXPECTED AVERAGE
(LOWER) (UPFER)
=18.1.20 525,450 535,730
=52, 200 sh 7480 =07 140
5143, 300 51708,900 S22 3,.400
Sabb,500 5474 600 5h14.600
0592400 512506070 | £1.775.350
521255900 | 53,338,020 | £5.241.300
=501k, 200 \ =d,852.540 / 215622700

PREDICTION
(L FPER]

£555,6b0

=l 461,730
=3,0660,400

=10,283, 200
=2/7,500,050
/3,943 550
=15959,3855,100
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A Root Cadosdédt kmowwar e

70-90%

OF MALWARE SAMPLES
ARE UNIQUE TO AN
ORGANIZATION

Code Known Probably Might be Completely Somewnhat Very Known
Continuum Good Good Good Unknown Suspicious Suspicious Bad
: Whitelists Reputation: Heuristics Blacklists
Secu rity File, IP, App, Email Reputation: Signatures
Technologies App Signatures File, IP,
Digitally signed files App, Emaill

Generic Signatures
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A Solution: Behavior-based Sandboxing of the Unknown

70-90%

OF MALWARE SAMPLES
ARE UNIQUE TO AN
ORGANIZATION

Code Known Probably Might be Completely Somewnhat Very Known
Continuum Good Good Good Unknown Suspicious Suspicious Bad
_ Whitelists Reputation: Sandboxing Heuristics  Blacklists
Secu rity File, IP, App, Email Reputation: Signatures
Technologies App Signatures File, IP,
Digitally signed files App, Email

Generic Signatures

Sources:
Verizon 2015 Data Breach Investigations Report, April 2015
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Why? It Provides Information to Stop Advanced Threats

Worldwide Specialized Threat Analysis and Protection Revenue,

“How useful is the information you get from 2011-2019: Comparison of August 2013 and May 2015 Forecasts
your sandbox?”
Extremely or very useful 3,500
Malicious IPs/file hashes 92% 3,000 Q""

2,500 .
91% 2000 /‘/
pe

Behavioral results

&+
Detailed analyses 90% ~ 1,500
1,000 ‘/ — /l
i Telall i 1] Oy 4 .
Periodic/historic reports on activity 90% 500 :./ —
/..
Indicators of compromise 88% 0 | Mgl

2011 2012 2013 2014 2015 2016 2017 2018 2019

Top-level view into threat activity 87%
& May 2015 forecast

87% B August 2013 forecast

Detailed logs

Source: Forrester Sandbox Survey. November 2015.
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